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Disaster Communications

● People talking to each other on the radio
○ Analog Voice (FM, SSB)

○ Digital Voice (DMR, D-Star, C4FM)
– several competing digital formats

● Computers exchanging data via radio
○ Digital Data

– over 100 formats



18 December 2020 WA7PTM

Disaster Communications

● Use of Digital Data Modes:
○ Compliments voice communications
○ Capable of transmitting images
○ More accurate, especially for lengthy messages
○ Typically faster    (given proficient operators)

○ Provides an automatic record of the information exchanged
○ Less prone to eavesdropping by news media and the general 

public during operations
○
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Disaster Communications

● Where Do Local Jurisdictions Need to Communicate?
○ Internally {Intra-jurisdiction}

– Within the community, county, tribe, state

○ With their neighbors {Inter-jurisdiction}
– Community to community, county to county, tribe to tribe, state to 

state

○ With the next larger jurisdiction
– Community to county, county to state, tribe/state to FEMA/DHS
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Disaster Communications

● Which Digital Mode(s) Should I Use?
○ Whichever ones are required to fulfill the “intra-

jurisdiction,” “inter-jurisdiction,” and “next larger 
jurisdiction” communications needs of the served agency

○ No, there is not a single “best” mode to use
– You should always have a redundant solution
– The most important part is to be compatible with the digital 

station at the other end
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Disaster Communications

● Plan Your Communications Needs
○ For both voice and data
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National Level Exercises

https://www.fema.gov/emergency-managers/national-preparedness/exercises/national-level-exercise
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National Level Exercises

https://www.fema.gov/emergency-managers/planning-exercises/nle/2020
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National Level Exercises

Looking Back …
● “Cascadia Rising” June 7-10, 2016
● Cascadia Subduction Zone (CSZ) Catastrophic Earthquake and 

Tsunami
● FEMA Region X:  Oregon, Washington, Idaho

○ Parallel exercise in British Columbia (Pacific Quake '16)

What did the After Action Reports say?
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National Level Exercises



18 December 2020 WA7PTM

National Level Exercises

Many jurisdictions 
were unable to 
overcome the 
challenges posed 
by a degraded 
communications 
environment.
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National Level Exercises

Most EOCs relied solely 
on internet and telephones 
as their means of 
communication; when 
those services were 
interrupted by 
communications outages, 
there was limited capacity 
to communicate with 
outside partners.
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National Level Exercises

Additionally, many EOCs 
lacked sufficient wireless 
network capacity to support 
the influx of personnel into 
their facilities. These 
deficiencies rendered many 
jurisdictions and agencies 
unable to send or receive 
information, resulting in a lack 
of regional situational 
awareness.
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National Level Exercises
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National Level Exercises

Continue training 
and exercising the 
professional and 
volunteer community 
on alternate 
communication 
systems, forms and 
procedures.
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National Level Exercises

Emergency management 
agencies and their 
amateur radio support 
teams need to establish a 
habitual relationship and 
engage with each other 
on how amateur radio 
networks can support in 
both activations and drills.
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National Level Exercises

EMD must develop 
an amateur radio 
SOP and sustain 
periodic training and 
exercises to foster 
amateur radio 
teamwork across 
jurisdictions.
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National Level Exercises
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National Level Exercises

Existing auxiliary 
amateur radio 
processes are slow and 
not capable of handling 
the large volumes of 
traffic expected during 
an event of this size, 
mostly due to radio 
bandwidth issues.
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Amateur Radio Speeds

The Oregon report pointed out what we all know!
● We, as radio amateurs, need to:

○ Be aware of the perception by governmental entities of the 
capabilities of amateur radio

– Especially with respect to (lack of) message speed

○ Re-think what we have to offer to the Emergency Management 
community

○ Step up to meet that challenge
– Educating our “served agencies” as we improve our capabilities
–
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Amateur Radio Speeds

What Emergency Managers are likely used to (in the greater 
Tucson market):
●   10 Mbps Cox Cable (lowest speed offered)
●   20 Mbps CenturyLink VDSL2 (lowest speed offered)
●   36 Mbps Cellular 4G LTE (typical download)
● 288 Mbps 802.11n WiFi (4x4 MIMO at 20 MHz)
● 400 Mbps Xfinity Cable (lowest speed offered)
●   1+ Gbps [several vendors] (highest speed offered)
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Amateur Radio Speeds
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Amateur Radio Speeds

At this point, you should be saying to yourself:

“I feel the need … the need for speed”

Are you entering
a golf cart in

a NASCAR race?
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Amateur Radio Speeds
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Amateur Radio Speeds
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Amateur Radio Speeds

How do we increase speed?
● Audio: talk faster

[Auctioneer training begins next month]
● Data: use a different technology

on the amateur microwave bands
[for example:  5.650 to 5.925 GHz]
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A Radio-Based Data Network

Two common designs:
● Ad Hoc (mesh) network   example: AREDN

○ Simple to configure
○ Clients can come and go easily
○ Scalability is a concern

– Network signaling overhead can bog down the network as it grows
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A Radio-Based Data Network

Two common designs:
● IP-based routed network   example: HamWAN

○ Uses well-established Wide Area Network protocols
○ Somewhat complex and tedious to configure
○ Can be used to connect groups of ad hoc clients
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A Radio-Based Data Network

Which is better, AREDN or HamWAN?
● Neither … they compliment each other
● HamWAN offers a very solid data network backbone
● AREDN offers an easily deployable small network for 

emergency management
○ Temporary installation at an EOC, ICP, incident support venue
○ Node clusters can be connected to HamWAN for transport
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Where is HamWAN?

2013

Puget Sound

Washington
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Where is HamWAN?

2014

Memphis

Tennessee
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Where is HamWAN?

2016

Victoria

British Columbia
(attached to Puget Sound)
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Where is HamWAN?

2016

Tampa Bay

Florida
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Where is HamWAN?

2018

Spokane County

Washington
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Where is HamWAN?

2018

Clark County

Washington
(attached to Puget Sound)
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What can a Radio-Based Data 
Network do for ESF #2?

When other systems fail or are overloaded:
● Quickly transfer files to/from the Arizona State Emergency 

Operations Center (as easy as dropping a file into a shared folder):
○ Emergency Declaration(s)
○ Situation Report Forms
○ ICS-213  (general message form)
○ ICS-213 RR   (resource request)
○ Complex/technical information:

– Medicine lists
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What can a Radio-Based Data 
Network do for ESF #2?

When other systems fail or are overloaded:
● Serve as a transport layer for other services and systems:

○ Email
○ DMR (Digital Mobile Radio)

○ APRS IGate
○ Winlink
○ Packet BBS networks

● Transfer video recorded during UAS (drone) flights
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What can a Radio-Based Data 
Network do for ESF #2?

When other systems fail or are overloaded:
● Depending on system management, can become a backup for 

remote database connections such as:
○ WebEOC
○ Hospital bed count tracking
○ Data aggregation software (examples from https://appallicious.com):

– Community Resilience Platform (CRP)
– Disaster Assessment and Assistance Dashboard (DAAD)
– Shelter Management System (SMS)
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What can a Radio-Based Data 
Network do for ESF #2?

When other systems fail or are overloaded:
● VoIP (Voice over IP) phone calls
● Portable microwave client systems can be deployed to support 

emerging communications requirements:
○ Evacuation shelters
○ Live video situation reports
○ Weather monitoring

● Data input to GIS databases
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Network Design Elements

High-level “link” sites:
● Point-to-point radios/antennas [ to/from other link sites ]

● 1 to 3 sector radio(s)/antenna(s) [ for client connections ]

● Other items:
○ PTZ camera (optional)
○ Misc:  data switch, PSU(s), ethernet cable, RJ-45 connectors, 

cable clamps and cushions, unistrut, pipe clamps, u-bolts, etc.
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Network Design Elements

Client connections:
● Integrated radio/antenna [ to/from a link site sector ]

○ Dish or flat panel       [ depending on distance ]

● Ethernet cable
● Firewall
● Computer
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Network Design Elements

Keystone 
Peak

31.8773°, -111.2154°

[ suggested by AK2L ]
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Network Design Elements

Keystone 
Peak

31.8773°, -111.2154°

[ suggested by AK2L ]

Obviously, this 
isn’t going to work 

out too well as 
microwaves need 

line-of-sight
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Network Design Elements

7120 West 
Hidden 

Canyon Dr.
{ site of 5 commercial 

antenna towers }

32.2491°, -111.1167°

[ much closer than 
Keystone Peak ]
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Network Design Elements

7120 West 
Hidden 

Canyon Dr.
{ site of 5 commercial 

antenna towers }

32.2491°, -111.1167°

[ much closer than 
Keystone Peak ]
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Network Design Elements

Keystone 
Peak

31.8773°, -111.2154°

Coverage of:
● Oro Valley PD
● Golden Ranch FD
● Marana Town Hall
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Network Design Elements

7120 West 
Hidden 

Canyon Dr.
32.2491°, -111.1167°

Coverage of:
● Oro Valley PD
● Golden Ranch FD
● Marana Town Hall
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Network Design Elements

Mt. 
Lemmon

32.4407°, -110.7881°

Coverage of:
● Oro Valley PD
● Golden Ranch FD
● Marana Town Hall
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Network Design Elements

Keystone 
Peak

31.8773°, -111.2154°

Potential Member 
Coverage
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Network Design Elements

7120 West 
Hidden 

Canyon Dr.
32.2491°, -111.1167°

Potential Member 
Coverage
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Network Design Elements

Mt. 
Lemmon

32.4407°, -110.7881°

Potential Member 
Coverage
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Network Design Elements

This is a Wide Area Network where the data is 
exchanged via amateur radio on microwave frequencies

Things to think about:
● What services would benefit the Emergency Management 

community?
● Are the coverage areas sufficient so that a client node could 

be moved between two different sector antennas?
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Network Design Elements

Things to think about:
● Will this network be connected to the Internet?

○ If so, where?
○ For example, would a connection into Phoenix be feasible?

● Do you have access to sufficient high-level sites?
● Does your group have technical expertise in data 

networking?
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Network Design Elements

Things to think about:
● How will you monitor and maintain the network?
● Does your group have (or can you find) a supply of 

“elmers” to help newcomers configure their gear?
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Equipment Costs

High-level “link” site:
● $2,500 – $4,000

○ Variable elements:
– Number of link radios/antennas
– Number of sector radios/antennas
– Solar power
– PTZ camera (optional)
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Equipment Costs

Client node:
● $41 – MikroTik RBSXTsq5nD

○ 802.11a/n
○ 316 mW
○ 16 dBi

Note:  You must order the International version of this product in order to use amateur radio frequencies
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Equipment Costs

Client node:
● $68 – MikroTik RBLHG-5HPnD

○ 802.11a/n
○ 316 mW
○ 24.5 dBi

Note:  You must order the International version of this product in order to use amateur radio frequencies
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Equipment Costs

Client node:
● $146 – MikroTik RBDynaDishG-5HacD

○ 802.11ac
○ 794 mW
○ 25 dBi

Note:  You must order the International version of this product in order to use amateur radio frequencies
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Equipment Costs

Client node:
● $162 – MikroTik RB911G-5HPacD-QRT

○ 802.11a/n/ac
○ 1 W
○ 23 dBi

Note:  You must order the International version of this product in order to use amateur radio frequencies
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Equipment Costs

Client node:
● $295 – Package

○ MikroTik mANT30 dish antenna + MikroTik Sleeve30 radome + 
RF Elements Metal Outdoor Enclosure for RB912 + MikroTik 
RouterBOARD RB912UAG-5HPnD MIMO modem PCB

– 802.11a/n
– 1 W
– 30 dBi

Note:  You must order the International version of this product in order to use amateur radio frequencies
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Conclusions

● In the eyes of our emergency / disaster communications 
customers:
○ Decades-old amateur radio data technologies are slow and don’t serve 

their current needs
○ Quick information exchange is a key factor in emergency management

● Microwave spectrum is available (without §97 speed limits) and 
it will easily support much faster communications

● Building a radio-based data network is a way to both provide 
public service and to interest the next generation of hams
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Further Reading

● https://en.wikipedia.org/wiki/IEEE_802.11ac#Data_rates_and_speed 
● https://hamwan.org
● https://hamwan.org/Standards/Component%20Engineering/Client
%20Hardware.html

● https://hamwan.org/Standards/Certification.html
● https://mikrotik.com/products/group/wireless-systems
● https://www.fema.gov/media-library-data/1484078710188-
2e6b753f3f9c6037dd22922cde32e3dd/CR16_AAR_508.pdf (see page 11)

● https://www.oregon.gov/oem/Documents/CR16-AAR-Final.PDF (see page 11)

● https://mil.wa.gov/asset/5ba41f5c7498c (see pages 7 and 18)
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Questions

You ASCII, we ANSI
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